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Decompilers don't Recover Code!



Compilation Loses Information

Comments: Loop Constructs:

Variable Names: User-Defined Types:

/* This is the functionality 
 * you're looking for! */

while (x < 100) {...} 

for (i = 0; i < 100; ++i) {...}

typedef struct { 
  int x; 
  int y; 
} point;

int width, length; 
double volume; 
char *user_id;
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Types Improve Variable Renaming

Meaningful Variable Names for Decompiled Code: A Machine Translation Approach,  
A. Jaffe, J. Lacomis, E. J. Schwartz, C. Le Goues, and B. Vasilescu, in ICPC, 2018

unsigned int width, total, attendance; 
size_t name_length;



Types Can Guide Understanding

double func(int *a1, int *a2) { 
  double v1, v2; 

  v1 = pow((*a1 - *a2), 2); 
  v2 = pow((a1[1] - a2[1]), 2); 

  return sqrt(v1 + v2); 
}
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Statistical: Select Types Using ML
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Mining Types

C Source

Hashed Types 
Data Layouts

Meaningful Variable Names for Decompiled Code: A Machine Translation Approach,  
A. Jaffe, J. Lacomis, E. J. Schwartz, C. Le Goues, and B. Vasilescu, in ICPC, 2018



Statistical: Type Assignment using ML
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Inspiration: Text Classification

double func(int *a1, int *a2) {...}



Compilation
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Parse

Source Code

Abstract Syntax Tree

Assembly Code

Generate Assembly
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Strategy

Decompiler Output
double func(point *a1, int *a2) {...}double func(int *a1, int *a2) {...}

Parse

Tagger
a1: point*

New Output



Conclusion
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